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Gemeenten in het nieuws

Apeldoorn

“Gemeente Apeldoorn Lekt
inloggegevens duizenden
gebruikers Stadspas”.

gemeente

Buren

VEENENDAAL

“Aanvaller gemeente Buren
kreeg toegang via vpn-
wachtwoord van 14
karakters (ransomware-
aanval)”.

DMC GROUP

SECURITY MANAGEMENT

“Datalek gemeente
Veenendaal door
technische handeling
softwareleverancier”.

GEMEENTE ® NOORDENVELD

“Gemeente Noordenveld

getroffen door
ransomware-aanval”,






Informatiebeveiliging vs. cybersecurity DM!ROUP
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Beschikbaarheid

. Proces

Integriteit Vertrouwelijkheid



Informatiebeveiliging vs. cybersecurity DM!ROUP
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Vernietiging

Wijziging Openbaring




Essentie van cybersecurity



Cybersecurity framework DMgROUP
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IDENTIFICEREN BESCHERMEN m HERSTELLEN
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Cybersecurity framework DMgROUP

SECURITY MANAGEMENT

IDENTIFICEREN BESCHERMEN HERSTELLEN

Weten wat je in Wat je in huis hebt Als het toch Kunnen herstellen
huis hebt adequaat misgaat adequaat naar normale
beschermen kunnen reageren operatie

11



The Map of Cybersecurity Domains
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CYBER THREAT ACTORS DMC Grour
CYBER THREAT ACTOR MOTIVATION
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CYBERCRIMINALS | ++vvveet @ -------- > PROFIT
y
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CYBER THREAT ACTORS
CYBER THREAT ACTOR MOTIVATION

NATION-STATES [ --eevee [;h -------- - GEOPOLITICAL
CYBERCRIMINALS [ -« -cv--- @ -------- V PROFIT
HACKTIVISTS | -eevveed@BReveven IDEOLOGICAL
TERRORIST GROUPS | +++++++++- @J --------- |IDEOLOGICAL VIOLENCE|
THRILL-SEEKERS | ++--++++- @m\@ ------- > , SATISFACTION
INSIDER THREATS | --------- =~ R DISCONTENT

v

DMC GROUP

SECURITY MANAGEMENT

Data breach

rheft Data breach
Man_in the m/ddle arrack g

Theft

Insider thre (!l

Backdo “Cloud
R Vulnerability D,Lé?(i)j’s. . Xg/
ansomware
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Maly Vulnerab/l/t
ALRA 2.,
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/\1” ware o Ha(ke( Ransomware DoS fCloud //7SId(’f NNCUI
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Unified Cyber Kill Chain

Attack Phase [ —

Reconnaissance

DMC GROUP

SECURITY MANAGEMENT
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Weaponizatian o —— ] —— g— W w—y o) W A i g Vo T —

Delivery

Social Engineering
Exploitation
Persistence
Defense Evasion
Command & Control
Pivoting

Discovery

Privilege Escalation
Execution
Credential Access
Lateral Movement
Collection
Exfiltration

Impact

Objectives
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Aanvalstechnieken

DMC GROUP

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion  Credential Discovery Lateral Collection Command  Exfiltration Impac
Development Escalation Access Movement and Control
10 techniques 7 techniques 9 techniques 12 techniques 19 techniques 13 techniques 42 techniques 16 techniques 30 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniqt
Ul Active Scanning (3 Acquire Drive-by Command and Account Abuse Abuse Elevation Adversary-in- n Account Discovery (4 | Exploitation of Adversary-in- Application Automated | Account Acc
Infrastructure ()| Compromise Scripting Manipulation (s)| ¥ Elevation Control Mechanism (4) the-Middle (3 Remote Services [l the-Middle (3) Layer Exfiltration ;)| Removal

M Gather Victim Host
Information (4
Gather Victim Identity

ol Information @)

Gather Victim
1} Network
Information (g

Compromise
Accounts (7)

Compromise
Infrastructure (g

Develop
Capabilities (4

Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Interpreter (g)

Container
Administration
Command
Deploy Container

Exploitation for
Client Execution

BITS Jobs

Control
Mechanism (4)

Boot or Logon

Autostart

Execution (14

Boot or Logon
Initialization
Scripts (=

Access Token
Manipulation (s)

Boot or Logon
Autostart
Execution (14

Access Token
Manipulation (s)

Brute Force (5

Credentials
from
Password
Stores (s)

BITS Jobs

Build Image on Host

Exploitation for
Credential

Debugger Evasion

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service Dashboard

Internal
Spearphishing

Lateral Tool
Transfer

Remote
Service
Session

l} Collected

Audio Capture

Automated
Collection

Protocol (5

Communication
Through
Removable
Media

Data
Encoding (3

Data Destru

Data Transfer
Size Limits

Data Encryp
for Impact

Exfiltration
Over

Alternative
Protocol (5)

Data
Manipulat

Exfiltration Defaceme

17



Verdedigingstechnieken

Application
ardening

Application
Configuration
Hardening

Dead Code
Elimination

Exception
Handler
Pointer

Validation

Harden
Credential Message
Hardening Hardening

Biometric Message
Authentication ~ Authentication
Certificate- Message
based Encryption
Authentication
Transfer
Certificate Agent
Pinning Authentication
_Credential

Platform

Hardening

Bootloader

Authentication

Disk
Encryption

Driver Load

Integrity
Checking

File

File
Analysis

Dynamic
Analysis

Emulated
File
Analysis

File
Content
Rules

Identifier
Analysis

Homoglyph
Detection

URL
Analysis

Message
Analysis

Sender
MTA
Reputation
Analysis

Sender
Reputation
Analysis

Detect

Analysis

Administrative
Network
Activity
Analysis

Byte
Sequence
Emulation

Certificate
Analysis

Platform

Monitoring

Firmware
Behavior
Analysis

Firmware
Embedded
Monitoring

Code

Firmware
Verification

Process
Analysis

Database
Query String
Analysis

File Access
Pattern
Analysis

Indirect
Branch Call
Analysis

User Behavior

Analysis

Authentication
Event
Thresholding

Authorization
Event
Thresholding

Credential
Compromise
Scope
Analysis

Isolate
Execution Network
Isolation Isolation
Executable Broadcast
Allowlisting Domain
Isolation
Executable
Denylisting DNS
Allowlisting
Hardware-
based DNS
Process Denylisting
Isolation
Forward

[,

DMC GROUP

SECURITY MANAGEMENT

Deceive Evict
Decoy Decoy Credential Process
Environment Object Eviction Eviction
Connected Decoy Account Process
Honeynet File Locking Termination
Integrated Decoy Authentication
Honeynet Network Cache
Resource Invalidation
Standalone
Honeynet Decoy
Persona
Decoy
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Cyberoorlog

DMC GROUP

SECURITY MANAGEMENT

L=
4_.‘3 D Anonymous TV ==
N B2/ JUST IN: has hacked again streaming services and TV news
propaganda channels in to broadcast footage of the destruction of
Russian military assets.
Mykhailo Fedorov £
> FedorovMvkhailo ) Anonymous Operations

™ Ukraine go

srmant Affiria
vernment Oo1TicCia

[o 6ica lNyTiH! CnaBa YkpaiHi!

#OpRussia #Anonymous
We are creating an IT army. We need digital talents. All

operational tasks will be given here: e — %

"" epi avan HD (+4) i |
t.me e Wi : 7 oo oo R, SRS
.me —There will be tasks for ejveryone. B ';-f:_\ A v
We continue to fight on the cyber front. The first task —— el ™
Is on the channel for cyber specialists.

nc Pocewn 1 HD (+0) cocTasnnm (mno:’-lgg QLML BEABLIM W TRCI
pamehbl pepsehitd
m lal'l Benapych 24 ‘
m BenPoc 1420 - Ha camom pene (12+)
e -
1525 Nycrb rosopar (12+)
e/ 17.00 - Bpemn (12+)
mu Ja Bunun

17:35 - Ceroann bevepom (12+)
fimcwedn (+0 Mcx)

3

1915 Benpie Hovun roNTanuona Anexcen [pi
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Darkweb DM:?ROUP

SECURITY MANAGEMENT

SURFACE WEB ‘

- Publiekelijk toegankelijke websites
- Zoekmachines ‘

DEEP WEB

- Medische gegevens - Meertalige databases

- Wettelijke documenten - Overheidsgegevens
- Abonnement informatie - Wetenschappelijke verslagen

Bedrijfsgegevens

DARK WEB

- lllegale sites en informatie - Websites aangaande drugshandel
- Tor-versleutelde websites - Privecommunicatie
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Darkweb

SURFACE WEB

::::‘I‘i:‘:a‘:lriljil:':egankeliike websites ‘ | DMC G RO U P
- SECURITY MANAGEMENT

DEEP WEB

- Wettelijke
-Abonnement informatie - Wetenschappelijke verslagen
- Bedrijfsgegevens

IHidden Service
aby6efzmp7jzbwgidgqc6ghxi2vwpo6d7eaoodSxuoxutrfofsmzcjgd.onion
weapon5dj7fwz2zaqa22fqeaqrauclimSkfvecegphrvxeywxoa3wuid.onion
renthacgdutb215p5zfy3z6isyfzqozc7arjie6tcy7anvljyekfvvad.onion
weaponstrxgniqrt.onion
darksid3f3ggicny772rvdmrcgfbtixsyjpdgméunh5qci6r24ukgdqd.onion
mega555cv5yfoidoxlewwxkltqnlwk2gbgdufmyghqi3lcceSpqvdSad.onion
dnhuboxyxgbhmnozl5j4wntoon56x423iteusfmbqwsdwl26gnqqy6id.onion
qswZiurcrdwymlSkgdoxbmtqrenpxiag3iumdarefzeunnyc2dnyljad.onion
jnéweomveklvnwdwcguS5miabpwklsmmyafSqrktdmiifdshrgmvdhqgd.onion
it7otdanqu7ktntxzm427cba6i53wéwlanlh23v5i3sigmos47pzhvyd.onion
duawfdmuvwftwzadofnmojptq7hs3uninvgw5Sxttwkexojmxvhxtzxad.onion
darkzzx4avcsuofgfez5zq75cqcdmprjvigywo4Sdfcaxrwagéqrifid.onion
niuleehnr7gsvigwctbniuzbnlrhfypvv3rebrgnSugpc6b7nko43xqd.onion
zgeajoabenj2nacbk5cei5qy62iusyun5gm2vjnxy65r3p3amzykwxqd.onion
xgsobitduxv7gcc5qlveigwiku7qcjn5exfdayuswdmwag7kfrapmrjyd.onion
fewqhy6ii7metm45mamgbyg76yytikSkxe6h7sestyvmbgnlcw3ndqad.onion
kq4okz5kfaxosbsnvdra5uukjhbm4oameb6k6agjjsydycvflcewldqd.onion
hackergruemqvew6.onion
renthackyzogj4b4.onion
zkj7mzglnrbvu3elepazau7ol26ecmq7acryvsgxvhasreoydhzin7zid.onion
hackrentewmxatfh.onion
prjdSpmbug2cnfs67s3y650ds2 7vamswdaw2Inwf45ys3pjlS5h2gwqd.onion
7ukmkdtyxdkdivtjad57klgnd3kdsmq6tpa45rrsxqnu76zzv3jvitiqd.onion
s57divisqglcjtsyutxjz2ww77vibwpxgodtijesrgsutsdjsShnxkhqd.onion
breached65xqh64s7xbkvqgg7bmj4nj7656hcb7x4g42x753r7zmejqd.onion
weapon5cd6o72mny.onion
darkhuo35yiohrsdlbdhhrtl5ds7jtv5x2cjusqqebaljSvtrdggqoid.onion
cisland46psf56panbm2japxoxegugekmataim54kn2ysucnk3yo7eyd.onion
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DARK WEB

- Illegale sites en informatie
- Tor-versleutelde websites

Boo
Boo
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
Boo
200
Boo
200
200
403
200
200
200

- Websites aangaande drugshandel
- Privéicommunicatie

TTP St| ¥ | Title

Dark Leak Market

Black Market - Guns Arms Ammo Drugs for Bitcoin - Supplier since 2001

Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual
Black Market - Guns Arms Ammo Drugs for Bitcoin - Supplier since 2001

DarkSide #1 Search Engine In Dark Web !

DARKNET MARKET 24

DarknetHub

Darknet Marketplace - THIEF

Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual
Darktea: Dark cup of Gitea (Gitea on the Dark Web)

Hackers - Team

Darknetlive

Hire a Hitman | Hitman Services | Hirea contract Killer

Darkweb Blog | Tor, I12P, Freenet and Free-Speech.

BornHack 2022

Cardshop - USA CVV KNOWN BALANCE and Worldwide CC & CVV from UK/US/DE/FR/CA/JP/AU/NL/IT/CH/DK/EU/Asia

Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual
Hacking

Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual
Dark Web Hackers

Rent-A-Hacker - Hire a hacker for every job you can imagine, from DDOS to completely ruining people or destroy reputation of a company or individual
Dark Web Hackers

Data Leak

Cardshop - USA CVV KNOWN BALANCE and Worldwide CC & CVV from UK/US/DE/FR/CA/JP/AU/NL/IT/CH/DK/EU/Asia

Forbidden | BreachForums

Black Market - Guns Arms Ammo Drugs for Bitcoin - Supplier since 2001

DARK TOOLS - CREDIT CARD FULLz

Cracking Island
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Darkweb .

SECURITY MANAGEMENT

[Hidden service | Languag » | HTTP st v | Title
2vwpokid en f00
par en f00
epmsraon -
W m
-
s W0 Dt vikepie T
It7ot la 200 Darktaa: Dark cup of Gitea (Gitea on the Dark Waeb)
nnnnn o outmeine CATEGORIES all
3am, en 200 Darkweb Blog | Tor, 12P, Freenet and Free-Speech.
fEwahybi en 200 [ CVW KNOWN BALA &0 AJIP/AU/NLATC)
- yiob v magn, bom seurorpuion i
ckwgumoree oo T mcs: 1
e ° m oo v oo, o oy ot Electronics (iphone
o o et
hackrentewmxatfh.onion en 200 Hire a hacker for every job yx imagine, from destroy reputation indrvidual H d b k)
sy o W ke Ipad macboo
od amian - 200 [Dmsiesk 1-2-3-4-5-6-7-8-9-10-11 1-2-3-4-5-6-7-8-9-10-11
enion an 200 c VW KNOWN BALA & CW from UK/US/DE/FRICA! P/AU/NLATICH/DR/EU/sia
- @ rabdde | Becvonms
mspmBcdBoTaimr ek @ 200 SlackMarket-Guns e o DrugsforBitcin:Suppliersnce 2001 Documents . =
oM oamos-cecan Desert Eagle 357 Mag GOLD Remington Defense XM110 Barrett M107A1 20" CQ FDE 50

Weapon TIGER STRIPE SASS 308 BMG QDL Suppressor

PayPal, Transfers

Product Price Quantity Hacking, DOSS

b e S i _ - 250 EUR = s .
Small job, for example: Email and Facebook hacking, installing tro: ) 0.01151 B Services

X

E] Carding manuals

Medium-large job, ruining people, espionage, website hacking, DDOS for big websites

Cloned Credit Cards ista International GmbH provides submetering and billing of water and energy
consumption. The Company offers heat allocation, water, and communication
meters, installation systems, and smoke detectors. ista International caters their
services to property managers, homeowners, and energy utilities worldwide. (over
UPGRADE: INSTANT reply within 30-6( f 24-36 hours for urgent ¢ 200 EUR = @ " Software 6,000 ista employees in 22 countries.)

0 EL
Large job which tak ?‘?L’E_‘JE B

Job

X Fake money
By now.

X
Buy now

need longer this will get refunded. C y er with one ¢ e other options. 0.00921 8B -

Database
STOLEN DATA INCLUDES: Sensitive documents from internal file servers (458 GB)
Drugs
Sales Information
cw
DOCUMENT SCANS

Gift card



Uitgelekte data
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occurrence
occurrence
occurrence
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occurrence
occurrence
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occurrence
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occurrence
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occurrence
occurrence
occurrence
occurrence
occurrence

./COMB/data/r/u]
./COMB/data/r/u]
./coMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r /u]
./CoMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r /u]
./COMB/data/r/u]
./CoMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./coMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r /u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]
./COMB/data/r/u]

7790171:
7790172:
7790173:
7790187:
7790197:
7790198:
7790219:
7790220:
7790221:
7790222:
7790239:
7790274:
7790275:
7790276:
7790277:
7790330:
7790383:
7790384:
7790464:
7790465:
7790589:
7790824:
7790892:
7790903:
7790998:
7791024:
7791048:
7791057:
7791078:
7791116:
7791140:
7791141:
7791229:
7791234:
7791278:
7791342:
7791363:
7791364:
7791484:
7791509:
7791510:
7791511:
7791512:
7791513:
7791514:
7791585:
7791642:

ruslan6982@gmail.com:LaralaqLlaralorcylaralaqLlalalalerqo
ruslan6982@gmail.com:ﬂé lLéqr&lLéﬁlLilLéMO
ruslan6982@gmail.com:ﬂ113ﬂ171140
ruslan698@gmail.com: jumamovu
ruslan6991@gmail.com:hgfdsai2
ruslan6991@gmail.com:ruslan6991gmailcomhgfdsal2
ruslan6996@gmail.com:1007197
ruslan6996@gmail.com:10071977
ruslan6996@gmail.com:100777
ruslan6996@gmail.com:69ruslan96
ruslan69988@gmail.com:kisa143
ruslan69@gmail.com:070769
ruslan69@gmail.com:170382
ruslan69@gmail.com: ERIKJAYA
ruslan69@gmail.com:flora39
ruslan69_69@gmail.com:021069-1invalidlogi
ruslan6@gmail.com:609ruslan
ruslan6@gmail.com:rusi476lan
ruslan6aysla@gmail.com:2051991r
ruslan6aysla@gmail.com:4651991r
ruslan6x62010@gmail.com:0326611
ruslan7.91@gmail.com:06121991
ruslan7.ru@gmail.com:2ef9408e5fcb23101a
ruslan7.rus@gmail.com:uthjq777
ruslan70077@gmail.com:sasami2k
ruslan700@gmail.com:baradach
ruslan700_84@gmail.com:838883
ruslan700_85@gmail.com:838883
ruslan700_86@gmail.com:838883
ruslan701@gmail.com:heckfy
ruslan7023374@gmail.com:ruslan702
ruslan7023374@gmail.com:ruslan70233
ruslan704z13f@gmail.com: heckfyi
ruslan704zlsl@gmail.com:heckfyi
ruslan7067@gmail.com:210380
ruslan70777@gmail.com:yfnfitymrf
ruslan7077@gmail.com:8993929
ruslan7077@gmail.com:bibi7077
ruslan7099@gmail.com:7099ruslan
ruslan70@gmail.com:70lapuska
ruslan70@gmail.com:Lapuska
ruslan70@gmail.com:lapusk
ruslan76@gmail.com:lapuska
ruslan70@gmail.com:lapuska70
ruslan70@gmail.com:lapuskati
ruslan70an@gmail.com:0opphhg
ruslan71-19@gmail.com:balford9o6
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Rol van de raad SRCHRETD

SECURITY MANAGEMENT

Laat je periodiek informeren over de
belangrijkste aspecten van informatiebeveiliging
en cybersecurity

ENSIA heeft een zeer beperkte scope en
diepgang en is daarom onvoldoende voor een

goed beeld

Zoek ondersteuning: penetratietesten, audits,
volwassenheidsonderzoek, accountant,
rekenkamer, etc.
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Gevolgen van een hack (1/4)

FEITELUKE GEVOLGEN

A. Voor de organisatie: verstoring van dienstverlening,
verlies van gegevens, financiéle schade,
reputatieschade

B. Voor de betrokken personen: financiéle schade,
identiteitsfraude, reputatieschade, discriminatie,
schending van beroepsgeheim

v

DMC GROUP

EEEEEEEEEEEEEEEEE
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Gevolgen van een hack (2/4) 4

DMC GROUP

EEEEEEEEEEEEEEEEEE

JURIDISCHE GEVOLGEN

A. Meldplicht ‘datalek’ bij Autoriteit Persoonsgegevens

B. Bovendien informatieplicht betrokken personen bij ‘hoog
risico’

* Achtergrond: transparantie is nodig om betrokkenen in

staat te stellen maatregelen te treffen zich te wapenen
tegen mogelijke gevolgen van een datalek
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Gevolgen van een hack (3/4)
JURIDISCHE GEVOLGEN (2):

A.Boete AP bij niet/niet tijdig (72 uur) melden

B. Boete AP, indien uit gemeld datalek blijkt dat in
ernstige mate niet werd voldaan aan de
basisverplichtingen van de AVG (waaronder eis
‘passende beveiliging’)

C. Civielrechtelijke schadevergoedingsacties,
waaronder een collectieve actie namens een
zeer grote groep gedupeerde (WAMCA), zoals
bij GGD datalek

v

DMC GROUP

EEEEEEEEEEEEEEEEEE
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Gevolgen van een hack (4/4) DMC?ROUP

EEEEEEEEEEEEEEEEEE

GEVOLGEN IN POLITIEKE CONTEXT

e Raad kan college ter verantwoording roepen
(controlerende taak van de raad)

* Informatieplicht college / vragenrecht raadsleden (art.
169 Gemeentewet)

* Bevraag niet alleen op incidenten, maar ook ‘aan de
voorkant’, op de aanwezigheid van (beveiligings)beleid
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Rol gemeenteraad bij IB en privacy DMC?ROUP

EEEEEEEEEEEEEEEEEE

» Stel de algemene kaders/doelen vast van IB en
privacy (kaderstellende rol raad), en bewaak
vervolgens vooral dat het college daarnaar handelt;
eis dat het college de raad goed en begrijpelijk
informeert en stel als raadslid vragen als je
behoefte hebt aan meer informatie (controlerende
rol raad).

e Zoek ondersteuning: accountant, rekenkamer, FG,
CISO, regio.
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